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THE FIGHT AGAINST ELECTRIC ENERGY, WATER AND GAS THEFT WITH
THE USE OF STRONG MAGNETIC FIELD - METHODS WHICH HAVE TURNED
OUT TO BE USEFUL

1. Introduction

The uses of neodymium magnets or a strong magnetic field created by electromagnetic
devices can have a negative influence on the correct functioning of measuring devices through
reversible or irreversible changes of their measuring characteristics.

For example, many induction and electronic watt-hour meters lower their indications of
electric energy consumption, and low-voltage current transformers decrease the currents in
their secondary windings [1]. Dry dial water meters and many types of gas meters completely
lose their capability of measuring the medium used in spite of its flow. The described
situations are evidence of the lack of electromagnetic compatibility of this type of measuring
devices [2].

Information about influencing the measuring characteristics of devices to reduce their
indications is becoming more easily accessible from many sources: articles [3], Internet
websites and discussion forums [4]. Additionally, the great accessibility of neodymium
magnets and the continuous decrease in their prices (because of cheap mass-production in
China) has had an influence on the propagation of the phenomenon of illegal media
consumption with the use of these magnets. This phenomenon is well known in Asia and
Europe, and also appears in the USA [5].

2. Basic information about rare-earth magnets

Development of the group of magnets based on rare-earth elements dates from the 1980s,
when the Japanese Sumitomo Company obtained patent protection of the metallic compounds
of ferromagnetic cobalt (Co), samarium (Sm), and also ferromagnetic iron (Fe) and
neodymium (Nd) with boron (B) [6].

Considering the fact, that samarium and neodymium belong to elements which very
rarely occur in nature, they are called rare-earth elements, and magnets with these elements
are named rare-earth magnets. Magnets of the NdFeB type are characterized by extremely
high energy density values: 300-400 kJ/m® (Fig. 1).
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Fig. 1. Change in energy density (BH)max 0f magnets since 1900 [7]
3. Watt-hour meters
3.1. Induction watt-hour meters

The most susceptible elements in induction watt-hour meters to NdFeB magnets are: the
magnetic circuits of current and voltage coils and the braking magnets of aluminium rotor
disks [8]. By putting a neodymium magnet near the measuring coils of a meter (Fig. 2), the
meter reading is lower than the real electric energy consumption; it means that the measuring
error becomes negative. However, after removing the magnet from the meter its indication
returns to its measuring class. In this case the interference process is reversible.

An attack with a strong external magnetic field on the braking magnet of the meter can
lead to its demagnetization and, what follows, to irreversible changes of the measuring
characteristic of the meter. As a consequence of these changes, the aluminium disk spins
faster than it should and the meter reading is higher than the real energy consumption.

Fig. 2. Attack with NdFeB magnet on cores of current and voltage coils of induction watt-hour meter



3.2. Electronic watt-hour meters

Many different kinds of electronic watt-hour meters are known, for example: with a
current transformer, current measuring shunt or Rogowski coil. The popularity of the
electronic watt-hour meters is growing because of its numerous measuring-visualization
functions. Even though the measuring process differs in various kinds of meters, it does not
change the fact that meters are equipped with different common subassemblies which are
susceptible to a magnetic field, no matter which measuring process is used. It especially
concerns electronic watt-hour meters using susceptible current transformers for current
measurements [9]. Their magnetic characteristics are linear in the whole range of their normal
operation. However, the influence of a strong external magnetic field leads to a change of the
current transformer magnetic characteristics. The idea is to saturate the core of the current
transformer or distort the flux in the core with the use of a neodymium magnet (like in the
case of induction watt-hour meters current and voltage coils). This procedure results in less
billing because of lower electric energy consumption reading. The phenomenon is reversible —
the meter indication returns to its normal measuring class after removing the magnet.

The above-mentioned additional common subassemblies of electronic watt-hour meters
are mechanical counter stepper motors, transformers supplying electronic circuits, and electric
rate switches. If these elements are under the influence of an external magnetic field, it can
lead to a total cease of counting consumed electric energy.

For most electronic watt-hour meters, the phenomenon of magnetic field action by using
neodymium magnets is reversible and does not damage the meter. It makes it possible to
corrupt electronic watt-hour meters, the detection of which is very difficult.

4. Bellows gas meters

The problem of magnetic non-resistance also concerns many types of bellows gas meters,
the most frequently used for measuring gas consumption in flats and houses. Their maximal
measuring value is: Q max = 2.5 - 10 m*/h. The internal construction consists of diaphragms -
bellows, which are moved by flowing gas. Each cycle of their work, measuring the same
volume of gas, is transferred by a crank mechanism to a gear and counter.

In the case of gas meters equipped with diaphragms, which parts are made of ferritic
steel, not plastics or aluminium, putting a neodymium magnet against the gas meter disrupts a
regular operation of its mechanism. This manifests itself by temporary attracting and holding
down the diaphragm by the magnet, and then — by a release of the diaphragm under flowing
gas. This irregular operation of the gas meter leads to a limitation of gas flow and, in practice,
manifests itself in a weak flame in such appliances as gas cookers, water heaters, gas ovens,
etc., and causes even an overestimating of the gas consumption reading. After putting the
neodymium magnet against the gas meter, it can come to the situation when the flame goes
out in operating gas appliances an after a removal of the magnet — gas can begin to escape (it
is very dangerous).

However, in many cases, depending on the placing of gas meter valves and diaphragms at
the moment of putting the magnet, there is a possibility of non-throttled gas flow (not
controlled by a counting mechanism) that is tantamount to gas theft (Fig. 3).



Fig. 3. Attack with neodymium magnet on gas meter diaphragm
5. Dry dial water meters

The most widespread construction of water meter is the dry dial meter. It is characterized
by the separation of the counter gear and counter from flowing water which forces the turbine
to work. A magnetic clutch is used to transfer the drive from the turbine placed in the *wet’
chamber of the meter to the counter, placed in the “dry’ chamber.

According to the European standard EN 14154 [10] in force, water meters should be
resistant to an external magnetic field with a field strength up to 100 kA/m. A ferrite magnet
with the energy of 50 kJ/m® creates almost such a value (Fig. 4 — Ferrite magnet curve).
However, water meters meeting the requirement of the standard are not resistant to the action
of neodymium magnets which create magnetic field strengths over four times greater than
ferrite magnets (Fig. 4 — NdFeB magnet curves).
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Fig. 4. Increasing magnetic field strength by putting together two neodymium magnets;
ferrite magnet: 85x65x20mm/F30; single NdFeB magnet: 50x50x25mm/N42

A neodymium magnet influences the magnetic clutch of the dry dial water meter causing
a complete stop of its measurement, despite flowing water (Fig. 5). However, after removing
the magnet from the dry dial water meter its indication returns to its correct measuring class.
The interference process is fully reversible — the magnet does not damage the water meter.



Fig. 5. Neodymium magnet left on the water meter by a “forgetful’ water consumer; the photo was taken during
a reading by an inspector (the authors received this photo from one of water utilities)

6. Construction changes in measuring devices

The problem of the magnetic non-resistance of many measuring devices has forced on
their producers construction changes in these devices, e.g. replacement of elements with non-
ferromagnetic ones, increasing the distance between the problematic subassemblies and the
casings of the measuring devices as well as internal or external magnetic screens. All these
activities are connected with eliminating the negative influence of a strong magnetic field or
its limitation. In fact, all these activities like magnetic shielding raise the threshold of
magnetic resistance of measuring devices but they will never be completely resistant to a
stronger magnetic field, e.g. created by combined neodymium magnets (Fig.4 — Two
attracted NdFeB magnets curve).

Increasing the distance, e.g. between current transformers and the casings of watt-hours
meters, is connected with an enlarged size of the meters that is not desired in the days of the
miniaturization of devices. Moreover, all these changes can be done only at the design and
production stage but the problem concerns, first of all, many millions of already installed
measuring devices in networks. In this case, there is no possibility to change the design of
those devices.

In the case of already installed measuring devices, the simple solution seems to be not to
eliminate the negative influence of strong magnetic fields but their permanent detection.
Nowadays, there are some devices which can detect if a neodymium magnet was used. They
operate on the basis of the Hall effect, magnetoresistance effect or change the domain
structure of magnetic materials [11].



7. Measurement of residual magnetism

The influence of magnets on meters can lead to the magnetization of some of their parts,
like: circlips, magnetic screens (when materials of the screens are wrongly matched), steel
casings and other ferromagnetic construction members. To detect the magnetization of
ferromagnetic elements in a measuring device by a neodymium magnet, electronic meters
applying Hall sensors or magnetoresistors are often used (Fig. 6) [12].

Fig. 6. Hall effect teslameter

Methods used for magnetization state measurement (residual magnetism) cannot be
treated as court evidence because of technical circumstances: they do not give reliable
information on the source of the magnetic field that was used (if the magnetic field influenced
the correct measurement made by the meter) and, first of all, the *history’ of measuring
devices is not known in most cases, i.e. if their parts could have been under the influence of
magnetization before the installation of the measuring devices in networks. Most objects
made of ferritic steel in our surroundings are characterized by residual magnetism which can
be detected by using electronic measuring devices with Hall sensors or magnetoresistors even
though nobody put a neodymium magnet to these objects. For example, scissors after some
time can attract paperclips. Residual magnetism is also formed in many steel elements
because of mechanical stress, e.g. in production processes. That is why many meters even
during the time of delivery can be magnetized. Detected magnetization can also be caused by
using a weak ferrite magnet to which dry dial water meters should be resistant (according to
EN 14154 standard [10]).

Even if a method of residual magnetism measurement can definitely show that a
neodymium magnet was used, there is an easy way to remove residual magnetism from
ferritic steel elements by using an alternating, decaying magnetic field which can be created
by a rotating magnet used to stop measuring process of a measuring device.



8. Passive magnetic field indicators

A passive magnetic field indicator uses a magnetic domain pattern method. By affecting
measuring devices with a strong magnetic field, it is possible to observe changes in the
domain pattern of the magnetic field indicator (Fig. 7) [13].

a)

b)

Fig. 7. Magnetic field indicator MFI-3 [11, 14]

a) before magnetic field action — multi-domain structure visible in form of geometric figures

b) after magnetic field action with strength over 280 kA/m; single-domain structure - lack of geometric
figures

One can obtain the domain structure of the indicator through magnetization in a multi-pole
circuit. This structure is visible by using a special magnetic film reader which polarizes in a
magnetic field according to Bitter patterns [15].

The indicator, having a hermetic, transparent casing, is in the form of a sticker which can
be easily installed on measuring devices. When a magnetic field of the appropriate strength of
about 280 kA/m - e.g. coming from a neodymium magnet (Fig. 5) — affects the indicator, then
the multi-domain structures (geometric figures) of the indicator are re-magnetized - the light
green contours of the magnetic geometric figures (Fig. 7a) become irreversibly blurred or the
figures disappear completely (Fig. 7b).

In the case of measuring devices, which additionally need the detection of a lower
magnetic field strength, one can use the two-threshold magnetic field indicator (Fig. 8). The
magnetic field indicator is divided into three fields: a dark green reference field, a light green
field and a field with a magnetic geometric figure (a triangle or circle or square with a circle
inside each figure) with a light green contour on a dark green background (Fig. 8a). When a
magnetic field of a strength over 8 KA/m (e.g. coming from a neodymium magnet placed at a
distance of a dozen or so centimeters from the indicator or a ferrite magnet placed at a
distance of a few centimeters from the indicator) has acted on the indicator, the light green
field irreversibly changes its color into dark green, equal to the color of the reference field
(Fig. 8b). When a magnetic field of a strength of about 280 kA/m or higher (e.g. coming from
a neodymium magnet placed at a distance of a few millimeters from the indicator) has acted
on the indicator, the light green contours of the magnetic geometric figure become
irreversibly blurred or the figure disappears completely (Fig. 8c).
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Fig. 8. Two-threshold magnetic field indicator MFI-4 [14]
a) before magnetic field action

b) after magnetic field action with strength over 8 KA/m
c) after magnetic field action with strength over 280 KA/m

The two-threshold magnetic field indicator MFI-4 can be used in devices which, because
of their design, would need a few MFI-3 indicators or in devices which are also sensitive to
magnetic fields from weaker magnets, e.g. ferrite or AINiCo magnets.

The magnetic field indicators MFI-3 and MFI-4 have been designed in two versions:

— toinstall on internal surface of transparent casing of measuring device,

— to install on external casing surface of measuring device.

The latter version of indicators MFI-3 and MFI-4 requires additional mechanical protection in
the form of holograms, with logo, name, serial number, code, etc., applied on one or both the
indicator side wings (Fig. 7a and 8a). The holograms are characterized by so-called self-
destruction (each attempt of removal from the surface they are applied to causes their
destruction what indicates mechanical tampering).

9. Conclusions

The fastest method to improve the ‘protection’ of measuring devices from a strong
magnetic field is to use passive magnetic field indicators. This method is especially useful for
devices already in use in networks.

Although many companies manufacturing measuring devices have taken many initiatives
(e.g. presented in chapter 6), usually it turned out that the devices are not properly shielded to
protect them from magnetic field influence and then detection of an external magnetic field is
needed, e.g. by using passive magnetic field indicators.

An example of this solution is shown in Fig. 9.



Fig. 9. Magnetic field indicator MFI-3 installed on a water meter [16]

In the case of new measuring devices, the passive magnetic field indicator can by design

be installed inside the device so that the indicator would be visible through a transparent wall
of the device. It is only possible during the production process of devices to install the
indicators inside, but not after installation these devices in networks. The solution from Fig. 9,
with the external installation of the indicator, is the only one reasonable solution for many
millions of measuring devices already measuring medium consumption in networks.

In case of any doubt or questions, the authors can be contacted via the editorial office.
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